IIpunosxenue Nel
k [Tpuka3y Ne022_1 ot 14 mapra 2024r.

HAPOOHbIN
NOBEPUTEJ/IbHbLIN
BAHK

PexoMeHaalMu 17151 KJIHEHTOB 10 CHUKEHUIO PUCKOB
OCylIeCTBJIEHHS NEPeBO/1a IeHEeKHbIX CPeCTB 0e3 coriacusi KJIHeHTa

B mensx BeimonHenus tpeboBanuii dDexpepanbHoro 3akoHa ot 27.06.2011 Ne 161-d3 «O
HallMOHAJIBHOM IJIATEXHOU cucTeme», Meroandeckux pekoMmennanuii banka Poccun ot 28.02.2024r. No
3-MP «Meronuveckne peKOMEHIAIMH 10 YCUJICHUIO KPEIUTHBIMHA OpPTaHU3aUsIMH HH()OPMAIIMOHHOK
paboThl ¢ KITMEHTAMH B IEJSAX MPOTHBOJCHCTBUS OCYIIECTBICHUIO NIEPEBOJOB JEHEKHBIX CPEACTB 0e3
TOOpPOBOJBHOTO COTJIAcHsl KJIMEHTa, a TaKkKe 3aKII0YCHUIO JIOTOBOPOB Ha MOJYYCHHE KPEIUTHBIX
(3aeMHBIX) JEHEXKHBIX CPEACTB IMOJ BIUSHHEM OOMaHa WJIH MpPH 3J0yNOTPeOJICHUH [IOBEPUEM U
OCYIIECTBIICHHUIO OMNEPAIUil C UCIOIB30BAHNEM YKAa3aHHBIX JICHEKHBIX CPEICTB, & TAK)KE BOBJICUYCHHIO
rpax/aH B JAE€ATEIbHOCTD 10 BBIBOJY M OOHATMYUBAHUIO CPE/ICTB, MOJIYYECHHBIX MPECTYIHBIM IyTEM», a
taxxe [Tucema Ilentpansaoro banka Poccuiickoit @enepannu ot 14 mapra 2024 r. Ne56-26/579 «O
MeToaudecknx pekoMeHAalusIX 00 yculieHuH WH(GOPMAalMOHHONW pabOThl KPEAUTHBIX OpraHu3alui ¢
kimentamn» AQO «HJbank» (nmanee - bank) noBOAMT 10 CBOMX KIMEHTOB HMH(POPMALUIO O
CYLIECTBYIOIIMX pPHUCKAX TMOJTY4YEHHs] 3JOYMBIIUICHHUKAMH HECAHKIIMOHMPOBAHHOTO JOCTyHa K
3aluUnaeMoi HHPOpMaIK KIMNEHTOB C IEJIBI0 XUIICHUS JCHEKHBIX CPEJCTB KIMCHTOB, a TAKXKE JaeT
PEKOMEHIalliY IO CHUKEHUIO TAHHBIX PUCKOB.

K onepanusm mo mepeBojy AEHEKHBIX CPEACTB, COBEpIIAEMBbIM 0€3 coriacus KIHWEHTa, MOTYT
OTHOCUTBCS (BKJIIOUAsi, HO HE OTPaHUYNBAsICh):

- OIepalyu Mo OIUIaTe TOBAPOB M YCIYT uepe3 ceTh MHTEpHET ¢ UCIOoIb30BaHUEM 3JIEKTPOHHOTO
YCTpOICTBa KJIMEHTa (KOMIBIOTEP, AJIEKTPOHHBIN MJIaHIIET, cMapT(OH, MOOMIbHBIN TenedoH, naee —
DY) B TOM 4mcie MO peKBU3UTAM dIIEKTPOHHOTO cpecTBa muatexa (JCII) knuenTa;

- OIepalyy MO MEPEBOY JECHEKHBIX CPEJCTB, IPEJOCTABIECHHBIX KJIUEHTOM ONEPaToOpy CBS3H B
KaueCTBE OIUIaThl YCIYT CBS3HM, B TOM YHUCJIE MEPEUUCICHUE ICHEKHBIX CPEJICTB HA KKOPOTKHUE HOMEPAY,

- OIlepalyy, OCYIIECTBISIEMbIE C HCIOJIb30BAHUEM CHCTEMbI JUCTAHIIMOHHOTO OaHKOBCKOIO
oOciyxuBaHus, npeaocraBisieMort bankoM/maptTaépom banka (Ha OCHOBaHWH 3aKIFOUYEHHOTO JOTOBOPA)
Y YCTAHOBJIEHHOM KJIIMEHTOM Ha DY

- ONEpalMH MO OIJIaTe TOBAPOB U YCIIYT C UCIOJIB30BAHUEM MHBIX MPUIOKEHUN, YCTAHOBICHHBIX
Ha DY KJIMeHTa.

HecankiimoHupoBaHHbBIN NEPEBO/T IEHEKHBIX CPEJICTB MOKET IIPOBOUTHCS BCIIEICTBUE 3apaKEHUS
DV kineHTa BpeIoHOCHBIM IporpaMMHBIM oOecrieueHueM (nanee — BI1O) niu nmocpencTBom y1anéHHOro
JIOCTYIIa K YCTPOMCTBaM KJIMEHTA.

3apaxxenne DY KIHWEHTa OCYIIECTBISICTCS depe3 cram-pacchliky SMS mimm MMS-cooOmenutd,
COOOIIIEHUH IEKTPOHHOIN MOYTHI, COJAEPIKAIIMUX CCHIJIKA HA BHEIIHHE PECYPCHI, WU MPH MEepeXoie Mo
cceuikaM Ha pecypcebl cetr atepHert. [Ipu nepexone no takum cebuikam BITO ycranaBnuBaercs Ha OY
kinenTa. Taxoxke BHeapenue BI1O Ha ycTpoiicTBa KIIMEHTOB POU3BOIUTCS C UCIIOIb30BAHUEM BUPYCHBIX
MpOrpaMM, MacCoBO PacHpOCTpaHsIEMbIX B ceTu MIHTepHET uepe3 B3JIOMaHHBIE CailThl, COIIMANIbHBIE CETH
U JIpyTHE CETEBBbIE CEPBUCHI, CBOOOTHO pacmpocTtpansemoe BIIO u mp. Uepes cailTbl pocCHUICKUX U
MEXIYHapOAHBIX COLMAJbHBIX CeTel U uepe3 pekJIaMHO-OaHHEpHbIE CETH, paclpOCTpaHsIETCs
HauOOoJbIIee KOJIUYECTBO BPEIOHOCHBIX MPOTPaMM.

BITIO moser o6yanaTh pa3audHBIMA BO3MOXKHOCTSIMH, B TOM YHCJIC:

- (opMHpOBaTh U OTIPABIATH OT UMEHU KJIMEHTA PACTIOPSHKEHUS Ha MIEPEBOJT JICHEKHBIX CPEJICTB,
B TOM 4YHCJIe B BHIe SMS-coo0meHnit Ha «KKOPOTKHE HOMEPAY;

- (opMuUpOBaThH U OTIPABIATH OT UMEHHU KIIMEHTA PACTIOPSKEHHS Ha TIEPEBOJI ICHEKHBIX CPEICTB
C MCIOJIb30BAaHUEM NIPUIIOKEHUH, TPETHAZHAYEHHBIX JJIs OIJIaThl TOBAPOB U YCIYT;



- TepexBaThlBaTh COOOIIEHUS C KOJAMHU IMOJATBEPXKACHUS, Npuxomsume Ha DY B HemsIx
MTOATBEPKICHUSI OITEpaLUU.

HauOonpmii puck Takux omneparnuii CBsi3aH ¢ TeM, 4To B psze ciaydaeB BITIO ckpbiBaeT OT KiueHTa
npuxojsdmue oT baHka WM oneparopa CBA3M YBEIOMJIEHUS O CIMCAaHUU JICHEKHBIX CPEACTB. Takum
00pa3om, KIIMEHT, He 3Hasi 0 HECAHKLIIMOHNPOBAHHOM OTIepalyy € €ro ICHEKHBIMHU CPEJICTBAMU, HE MOXKET
HanpaBuTh B baHk B ompenenéHHbIE 3aKOHOAATEIbCTBOM CPOKH yBEJOMIIEHHE O (DakTe mepeBoja
JIEHEKHBIX CPEJICTB O€3 €ro coriacusl.

OOpamniaem Bame BHMMaHHME Ha CIEAYIOLIUME CIy4yad MOBBIIIEHHOTO PHCKa HpHU IEpeBOje
JI€HEKHBIX CPEJICTB:

+  MCIOJIb30BaHUE YCTPOMCTB, IPEAHA3HAUEHHBIX ISl IEPEBOJA JEHEKHBIX CPEACTB, I JOCTYyIIa
yepe3 ceTb VHTEepHET B BHUPYCO-ONIACHBIE PECYPCHI, TAKUE KaK COLMAIbHBIE CETH, JPYIHME CETEBbIE
CEPBUCHI, BKJIKOYAs IOYTOBbIE KIUEHTHI;

+ HaJM4Me€ Ha yCTPOMCTBE, NPEJHA3HAUEHHOM JJIs IEPEBO/IA JIEHEKHBIX CPEACTB, BPEIOHOCHOTO
1O, mporpaMm yJaIeHHOTO IOCTYTIA K pecypcaM yCTpoicTBa InbOo cBoO0IHO pactpocTpansemoro BIIO;

+ OTCYTCTBHE Ha YCTpOICTBE, NpEAHA3HAYEHHOM /I IE€peBOJa JIEHEKHBIX CpPEJCTB, MO0
HeperyJsipHoe OOHOBJIEHHE aHTUBUPYCHBIX 0a3;

+ MHCIIOJIb30BAHME HEAKTyallbHbIX BEPCUM CHUCTEM, HCIIOJIb3YEMBIX Ul IEpPEBOJIAa JACHEKHBIX
CPEICTB;

+  XWIIEHHE HOCUTENeH MH(POPMAIIUU H/HIN 00BEKTOB, UCIOIB3yEMbIX HPU TEPEBOJE EHEKHBIX
CPEICTB WM HECAaHKIIMOHUPOBAHHOE KOIIMPOBAHUE JAHHBIX;

+ OTCYTCTBHUE KOHTPOJS (PU3MYECKOro JocTynma K OOBbEeKTaM, HUCIOJIb3yeMbIM TIPH TEpeBOE
JIEHEKHBIX CPE/ICTB;

+ HeperyJisipHas MPOBEPKa BXOASAIINX 3JIEKTPOHHBIX JOKYMEHTOB.

Taxxe 370yMBIIUIEHHUKH, HCIOJb3ysl METOJbl COLMAIbHONW HH)KEHEpUU (IIPEeICTaBUBIIUCH
corpynHukamu banka, omepatopa cBsi3u), MOT'YT 0OMaHOM BBIHYAUTH KIUEHTAa COOOIIMTH JaHHBIC IS
IIPOBEJCHUS ONIEPALIUU — KOJIbI JOCTYyTa, KOAbl SMS-IoATBEpkKAEHUS U OCYLIECTBUTDH C UCIIOJIb30BAaHUEM
TaKMX CBEJACHUN HECAaHKLIMOHUPOBAHHBIE OIIEPALUH.

B cinydae oOHapykeHUsI cHUCaHHs JACHEKHBIX CPEJICTB HEOOXOIUMO HE3aMEIJIUTENIbHO, HO HE
MO3JHEE JHS, CIEAYIOUIEro 3a JHEM IOIy4YeHMs] OT baHka wiM OT omepaTopa CBSI3U YBEIOMIIEHUS O
COBEpIICHUH orepanuu, oopaTUuThcsi B baHk uiam K omneparopy CBsi3U (€Cau MPOM3OLLIO CHHCAHUE
JICHE)KHBIX CPENCTB, IPEAOCTABICHHBIX OIEPATOpy CBS3UM B OIUIaTy YCIYT CBSI3U, B TOM 4YHUCIE
MEPEUUCIICHNE ICHEKHBIX CPEJICTB HA «KKOPOTKUE HOMEPAY).

Kinentam cienyer yYuThIBaTh cielylOlIie PEKOMEHIAIUM VIS CHUKEHUS] PUCKA XUIIEHUs
AEHEKHBIX CPE/ICTB:

1. He crnemyer cooOmaTh NMOCTOPOHHHM JIMIIAM CBOIO MepcoHanbHyr0 uHpopmaruio (PUO,
pexBu3uTsl DCII, moruH, naposib, HOMep KapThl, cueTa, nacnopta u T.4.). CoTpyaHuk banka nmeer npaBo
YTOUYHATh Yy KIHEHTa NOJO0HYH HH(POpPMAIMIO TOJIBKO B ClIy4ae, €CIM KJIMEHT CaMOCTOSITEIIbHO
obpatuiics B bank.

2. B cnydae yrepu DY HeoOX0IMMO He3aMeTUTEIIBHO 3a010kupoBath SIM-kapty y omneparopa
COTOBOM CBSI3H.

3. B cimydae wm3MeHeHHs HoMepa TeledoHA HYXKHO OOpaTUThCS B baHK Ui W3MEHEHUs
Tene()OHHOT0 HOMEPA, IO KOTOPOMY OCYILECTBIISIETCS JOCTYI K cepBucaM banka. HeoO6xo 1Mo MOMHUTB,
YTO CTapblii HOMEp COTOBBIN ONIEPAaTOP MOXKET MepeAaTh IPyromy aOOHEHTY B CIy4ae, €Clii OH HEaKTUBEH
HEKOTOpOE BpeEMSI.

4. Ecnu y Bac HeoxxunanHo nepecrana padorate SIM-kapTa — He3aMeUIMTENbHO 00paTUTECh K
orepaTopy COTOBOW CBSI3M IJI BBISICHEHUS MPUYHH, TaK KaK 3TO MOXET ObITh OJHHUM W3 NPU3HAKOB,
COBEpIIAEMbIX B OTHOIIEHUH Bac TpeTbuMu TuiaMu MOIIIEHHUYECKUX JICHCTBHIA.

5. lng mepeBojia JEHEKHBIX CPEICTB UCTOIB3YHTE 3allUIIeHHbIe DY — He TBITalTeCh 00XOAUTh
YCTaHOBJIEHHBIE IPOU3BOANTENIEM DY MpOorpaMMHBIE cpeCcTBa 3ammThl. He nepenpommuBaiite ceoe Y
MIPOrPaMMHBIM 00€CIIedeHIEM CTOPOHHHUX JIUIL, HE SIBJISTFOIIUXCS POU3BOIUTEISIME YCTPOMCTBA, T.K. ITO
MOXET caienaTh Bame ycTpoiicTBO ysa3BUMBIM K 3apakeHuto BIIO.

6. He nomyckaercsa paborare Ha DY U OCYIIECTBIATh NEPEBOJBI JICHEKHBIX CPEACTB yepe3
ny6ommunsie 6ecripoBoanbie cetu (free Wi-Fi), mesammumienusie GecnipoBoanbie cetu. CrieruanbHbIe
MIPUIIOKEHUS PUMEHSIOT MEXaHU3MBI 3aIIUTHl CBOUX JaHHBIX IPH Iepenade, a Tak Kak MMyOJIMYHbIC



OecrpoBOHBIC CETH CPABHHUTEIHHO TPYJIHEE KOHTPOJIHUPOBATH, TO Y 3JIOYMBIIIJICHHUKOB MOSBISICTCS
0OJIbIIIE BO3MOKHOCTEH [IJISl TOMBITOK 00XOJa 3allMTHBIX MEXaHW3MOB. [l paboThl HEOOXOIUMO
MCIOJIb30BaTh MOJKIIOUEHUE K ceTu MHTepHeT yepe3 oneparopa MooumisHoU cBszu (3G, 4G) unu uepes
JIOBEPEHHYIO 3aIIUIIEHHYI0 O€CIIPOBOIHYIO CETh.

7. Ilpu co3nanuu naposiei npuaepKuBainTech Cleyomux npasui. He nomnyckaercs ucnoiab30BaTh
B KauecTBE Iapojs MPOCThIe, JErKO yrajapiBaeMble KoMOMHanuu OykB U LU(]p, a TakxKe HapoJid,
HCIOJIb3YEMBIE NI JocTyna B ipyrue cuctemsl. [laponp noimkeH ObITh HE MEHEE 8 CUMBOJIOB, B YHUCIIE
CHUMBOJIOB TapoJisi 00s3aTeIbHO JOJDKHBI MPUCYTCTBOBAaThH OYKBBI B BEPXHEM M HIDKHEM pErucrpax,
udphI ¥ CrielaibHble CUMBOITHI (@, #, $, &, *, % u T.11.). [1aposb He AODKEH BKJIFOYATh B CeOs JIETKO
BBIUHCIISIEMbIE COUETaHUSI CUMBOJIOB (MMEHa, (paMUIINK, TOJ1 POKICHUS, HOMep TeledoHa U T.11.).

8. HeoOxomuMo XpaHUTh KOJA JOCTYNla B TallHE W NPEIIPHUHUMATH HEOOXOIMMBIC MEphI
MPEIOCTOPOKHOCTH  JJIi  NPEJOTBPAIICHHUS €ro HECAaHKIMOHUPOBAHHOIO HCHOJb30BaHusA. He
PEKOMEHTyEeTCs 3aUChIBaTh KOJ JOCTYIIAa TaM, IIe JOCTYI K HEMY MOTYT MOJIYYUTh TOCTOPOHHHE JIUIIA
(BrIIOYast He3a0I0KMpoBaHHOE DY).

9. He coobmiare kox gocryma, SMS-koab1, HeoOXoauMbIe IS poBeneHus onepanwmii, [IMH-kox
IUIATeKHOM KapThl M KOHTPOJBHBIA KOJ, YKa3aHHBIH Ha OOOPOTHOM CTOpOHE IUIATEXHOW KapThl
(CVV/CVC-xoa) TOCTOPOHHUM JIMIIAM, COTPYJHUKaM baHka, O0aHKa-dMHTEHTa KapThl MO Tenedony,
ANIEKTPOHHOM MMOYTE UM UHBIM criocoOoM. [Ipu BOZBHUKHOBEHUH MOJA03PEHHS, UTO TaKUE JaHHbBIE CTaJIU
W3BECTHBI TPEThEMY JIHILY, HEOOXOAMMO COOOIIUTH 00 ITOM IO KOHTAKTHBIM TeJeOHaM, yKa3aHHBIM Ha
oduimaabsHOM caiite banka.

10. He ocrasisiite DY 6e3 npucmorpa. OrpaHrdbTe JOCTYT MOCTOPOHHUX JIMII K KOMIIBIOTEPY, C
KOTOPOTO OCYIIECTBIISIETCS MEPEBOIBI JEHEKHBIX CPECTB. Y CTAHOBUTE MAPOIIb HAa AOCTYI K DY u/uiu
Ha 1ocTyl K SMS-cooOuieHusiM. 10 3aTpyIHUT JOCTYI 3JI0YMbIIIJIEHHUKaM K DY B cilydae ero yTrparsbl.

11. Heobxomumo mnpuMeHAT, Ha OV IIMIEH3UOHHBIE CpPEACTBA AHTUBHUPYCHOW 3alUTHI,
paboTaromiyie B aBTOMaTHYECKOM PEKUME, W PETYISPHO B PEKOMEHAyeMble Pa3paboTUMKaMU CPOKH
MIPOBOAMTH UX OOHOBIICHHE.

12. OtxirodeHue uii HECBOEBPEMEHHOE OOHOBIICHUE aHTUBUPYCHBIX CPEJICTB, YCTAHOBIICHHBIX Ha
DV He nomyckaercs. B cnyuae oOHapyxeHHs Ha DY HEMITaTHOTO OTKJIFOYEHHUS aHTUBUPYCHBIX CPEJICTB
— He Jomyckaercs pabora Ha OV U OCYIIECTBIEHHE INEpPEBOJA JIEHEXKHBIX CPEJCTB 0 YCTpaHEHHs
MPUYUHBI HEIUTATHOTO OTKJIFOYEHUSI.

13. HeoOxoaumo ocymiecTBIsSITh TpoBepKy DY Ha Haymmuue BI1O nepen HauanoM paboThl, a TaKKe
nocne aocryna Kk Bamemy DY coTpyaHUKOB TEXHUUYECKOW MOJAEPKKH Pa3IUYHBbIX OpPraHu3alUil Wiu
JOOBIX JIPYTUX YaCTHBIX MACTEPOB, BBHITOJHUBIIUX pabOTy MO YCTAaHOBKE, OOHOBJICHUIO M MOJICPIKKE
Pa3IMYHBIX IPOTPaAMM.

14. HeobxonuMo Ha TOCTOSIHHOW OCHOBE pPEryJSIpHO, HampHUMeEp, €XEMECSYHO, IMPOBOIUTH
MOJIHYIO POBEPKY DY, Ha KOTOPOM MPOU3BOIUTHCS NIEPEBO/IBI ACHEXKHBIX CpeCcTB, Ha Hanuuue BIIO.

15. He pexomenayercs mepenaBaTh DY sl KCIOJIb30BAaHMUSI TPEThUM JIMIIAM, B TOM YHUCIIE
POJICTBEHHUKAM, T.K. HA OCTaBJICHHOM 0e3 mpucMoTpa DY MOXKeT ObITh COBEpPHIEH psA JCHCTBHIA,
HAMpaBJIEHHBIX Ha MOJy4YeHUE JOCTyNa K MepCOHalbHbIM NaHHbIM, [IMH-kom mimarexHOW KapThl U
KOHTPOJBHBIA KOJ, YKa3aHHBI HAa 000pOTHOH cropoHe muaté&xHoi kapthl (CVV/CVC-kom) u uHbIE
nanHbele. Hampumep, 3ioymblnmieHHUK MoxkeT yctaHoBuTh BIIO, HacTtpouts nepeaapecannro SMS-
coOOIIeHNH Ha JPyroe yCTPOHUCTBO | T.II.

16. He pexoMeHIyeTCs IEPEXOINUTH IO CCHITKAM, IIPUXOSAIIMM B TTIOYTOBBIX COOOMCHHIX, SMS 1
MMS-coo0mieHusIX U3 HEIOCTOBEPHBIX HCTOYHHKOB, B TOM YHCJIE€ HA WM3BECTHBIC CAMTHI, a TaKkKe
3arpyarhb U yCTaHaBIMBaTh Ha DY mporpamMmmHoe o0ecreueHne U3 HeJJOCTOBEPHBIX HCTOUHUKOB.

17. BynpTe BHUMATEIbHBI IPHU MOTYUYEHUHU TMHCEM HIIM CMC-COOOIIEeHUI K00kl 0T uMeHu baHka.
OcHOBHbIE MPU3HAKH, TOTO, YTO COOOIIEHNE OTIIPABICHO MOLIEHHUKAMHU:

- CCBUIKa, yKa3aHHas B COOOIICHHWH, HE COACPXKHUT Ha3BaHUs baHka, TuOO COAEPKUT €ro B
HMCKa)XCHHOM BH/IC;

- 3ampaiiMBacMble B COOOIICHUU AeHCTBHs TpeOyroT Baiero cpoyHoro orBera WM MPUHSATHS
HEMEIJICHHOTO JICUCTBUS (BaIl cueT OyeT 3a0J0KUPOBaH);

- B cooOmieHnn TpedyeTcss MpeaoCTaBUTh, OOHOBUTH WIIM MOATBEPAUTH Baml moruH U mapois K
CHUCTEMaM JUCTaHIIMOHHOTO OAHKOBCKOT'O 0OCITYKUBaHUsI (B CIIy4ae UCIOIb30BaHus nx Knuenramn);

- coAep)uT MHPOpPMAIMIo, YTO Ha Bam cueT mocTynmuiii JeHEKHbBIE CPEJCTBA, KOTOPBIX BbI He
OXKHUJIAJIH.



18. IIpu obpamenuu oT uMeHu banka o Tenedony, 3MeKTPOHHOM mouTe, uepe3 SMS- cooOrienus
JIUI ¢ TPOoCch0aMM COOOIIUTh WM ITepeaaTh KOHGUIECHIIMAIbHYI0 HHOpMAIUio (KIIOYH, TAPOJIH U TIP.)
HU TIpU KaKUX 00CTOSTEIHCTBAX HE COOOINATh JaHHYI0 HH(opMauo. bank HUKOra He 3amnpaiuBacT y
KJIMEHTOB [1€PCOHAJIbHBIE ITaHHBIE.

19. Ilpu oOuienuu ¢ coTpyaHMKaMu baHka MOJB3yHTECh TONBKO TeMH Telne(OHaMH, KOTOpbIE
yKa3aHbl Ha caiiTe 6aHka, 1100 nojyyeHbl Bamu 0T cOTpyAHUKOB OaHKa JINYHO.

20. Crnenmyet peryisipHO POBEPATH BXOASIIUE IEKTPOHHBIE JOKYMEHTHI B 3JIEGKTPOHHOW CUCTEME.
B ciydae oTcyTcTBUS pEryssIpHBIX IPOBEPOK BBl MOkeTe HE MPOUYUTATh YBEIOMIICHHE O COBEPILIEHHBIX
NEepeBO/iaX JCHEXKHBIX CPEICTB W HE OTCIEIUTh HECAaHKIMOHMPOBAHHBIC OMEpaIlMd B CiIydae HX
COBEpPILIECHMS.

21. Heo0XxoauMoO MpOBOAWUTH KOHTPOJb CyMM U TIOJydYareled IUIATeKHBIX JIOKYMEHTOB B
MHPOPMALIMOHHOM OKHE 3JIEKTPOHHOM CHCTEMBbl IpUM BBIXOJE Ha CBA3b C baHkoM, a Takxke
KOHTPOJMPOBATh KOJIWYECTBO M CYMMY OTIIPABJICHHBIX JOKYMEHTOB IO TOJXYy4YeHHBIM OT banka
KBUTAHLMSM.

22. Cnemyer peryiasipHO KOHTPOJHMPOBATH COCTOSHHE CBOMX CYETOB M HE3aMEIUTEIHHO
uHpopmupoBath baHk 000 BceX MOAO3PUTENbHBIX MM HECAHKIMOHMPOBAHHBIX ONEpalusix B
cootBercTBHUH ¢ JloroBopom. [Ipu ycTaHOBKE mOpsiAKa PETYISIPHOTO KOHTPOJIS PEKOMEHTyeM PUHIMATh
B pacy€r, YTO IEpPEeBOJbl JAECHEXKHBIX CPEICTB, B OTHOLIEHHWE KOTOPBIX HACTyHuia Oe30T3bIBHOCTb
NepeBo/ia ICHE)KHBIX CPEACTB, HE MOTYT OBITh IPHOCTAHOBJICHBI.

23. B cinyyae HEOXXMJAHHOIO BBIXOJA M3 CTpPOsl YCTpoicTBa, JuOO IponajaHus Ha HEM
MIPOTPaMMHOTO 00€CTIEYeHHUsI, HEOOXOIMMO MPEKPATHTh HAYCTPOICTBE pabOTy, OTKIIIOUUB €r0 OT BCEX
BUJIOB CETeH, BKIII0Yasl JIOKAIbHYIO KOPIIOPATUBHYIO CETh, CPOUHO CBA3aThCs ¢ baHKOM 111 OJI0KUPOBKH,
3allpOCHUThH BBHINMKCKY IO CYETy HemocpeacTBeHHO B banke. [Ipn oOHapykeHWH HECAaHKIIMOHUPOBAHHBIX
IUTAaTE)XKHBIX OIepalui HamucaTh 3asBieHue B baHk, a Takke 0OpaTUThCS C COOTBETCTBYIOIIUM
3asBJICHHEM B IMPABOOXPAHHUTEIBHBIE OpraHbl. PaboTOCIOCOOHOCTH MOBPEXKAECHHOTO YCTPOWCTBA HE
BOCCTaHaBJIMBATh J10 IPOBEACHUS TEXHUUECKONW IKCIIEPTHU3BI.

24. TlosiBieHWe Ha PKpaHE YCTPOWCTBA BO BPEMsI OTCYTCTBHS COCTUHEHHUSI C OAHKOM COOOIIEHHIH,
IPOBOLMPYIOLIMX HA YCTAHOBJIEHHE TAKOI'O COEIMHEHMS, CBUETEIbCTBYET O HAIWYMHU BPEAOHOCHOTO
[10. B naHHO# cCHUTyalu YCTaHOBJICHHWE COCOUHEHHS C OaHKOM MOXKET IPHBECTH K OTIpPaBKe
¢danpmmBoro gokymenrta. Ilpu mosiBieHUH MOAOOHOTO COOOIIEHHsS HEOOXOAMMO MPOBECTH KOHTPOIb
TUTATE)KHBIX JIOKYMEHTOB, HAXOISIIIUXCS B CTaTyCe - «BBITpYy)KEeH».

25. B cinywae ecnM MMEIOTCS TPEATNOJIOKEHUS O PACKPBITUM Mapojs JocTymna, Bammx
MEPCOHATBHBIX JAHHBIX, MMO3BOJISIONINX COBEPIINTH HETPABOMEPHBIE JIEHCTBUS C MX HCIIOJIb30BAaHUEM,
HE00X0/IMMO HEMEeUIEHHO 00paTuThCs B baHk U ciieoBaTh yKazaHusAM cOTpyIHUKA baHka.

26. B ciyuae ecim B mporiecce paboTel Ha DY 0OHapyKeHBI Kakue-TO He MMEBIINE paHee MecTa
COOBITHSL (HeITaTHble HH(GOpPMAIMOHHBIE OKHA, IUIaTeXH, Bamu He NpPOBOAMBIIUECS WIM He
CaHKIIMOHUPOBAHHBIE, COOOIIEHUS 00 OIMMOKax, COOOIIEHHS O HEBEPHOM KJTFOU€ JOCTYIIA UJIH MapoJie, U
T.1.) 3aUKCUpPYITE CyTh COOBITUS, MPEKPATUTE paboTy, BHIKIOYUTH KOMIBIOTED M HE3aMeATUTEIbHO
YBEIOMHTE O COOBITHH COTPYTHIKOB baHka

IMpenynpexnenne:

IIpn nonyuennn ot banka Poccum B mopsiake, ycTaHOBIEHHOM Yka3zaHueM banka Poccum ot
09.01.2023 N 6354-Y "O ¢opme u mopsiaKe HaMpaBICHHUsS ONEpPaTOpaMH IO IMEPEBOAY IEHEKHBIX
CPEe/CTB, OIEpaTopaMH TUIATSKHBIX CHCTEM, OINepaTOpaMy YCIyT TUIATeKHOW WHQPACTPYKTYPHI,
oreparopamMu 3JeKTpoHHbIX MiardgopMm B bank Poccum mHpopmanuu 000 Bcex ciydasx u (WiIH)
MIOTIBITKAX OCYIIECTBIICHUS MEPEBOIOB JCHEKHBIX CPEICTB 0€3 coriacus KIMeHTa, (opMe U MopsiaKe
noiyyeHus umu ot banka Poccun nndopmarmu, cogepaxarieiics B 6a3ze JaHHBIX O CIIy4dasX U MOIBITKAX
OCYIIECTBIICHUS IEPEBOOB JIEHEKHBIX CPEACTB 0€3 coryiacusi KJIIMEHTa, a TaKKe 0 MOpSAIKE peau3alnun
oIepaTopamH I0 MEePeBOIY JEHEXKHBIX CPEJICTB, ONIEPATOPAMHU IUIATEKHBIX CHCTEM, OIIepaTOpaMu yCIyr
IUIATeKHOM  MHQPACTPYKTYphl, OINEpaTopaMu  3JEKTPOHHBIX  IMIarGopM  MEpONpHsITHH IO
MPOTHBOJICHCTBUIO OCYIIECTBICHHUIO MEPEBOIOB JIEHEKHBIX CpelCcTB 0e3 coriacusi KiumeHTa" (nasee -
VYkazanue Ne 6354-Y), undopmariuu u3 6a3bl TaHHBIX O CIIydasX U MOMBITKAX OCYIECTBICHUS TIEPEBOIOB
JICHEXKHBIX Cpe/CTB Oe3 coryacus KiueHra (najnee - 0a3a JaHHBIX), B TOM YHCIE CIELUATBHOTO KOJa
HOMEpa JIOKYMEHTA, YJOCTOBEPSIOIIEro JMYHOCTh IOJIydaTelsl CPeJCTB IO IepeBOJaM JAEHEXKHBIX
cpeactB 0e3 coryiacusi KJIMEHTa, PEKOMEHIYeTCs OLIEHHMBATh PHUCK HapyIICHHWsS KIMEHTAaMH MOpsaKa



WCIIOJIB30BaHUS AJIEKTPOHHOTO cpeacTBa miarexa (nanee - JCII), B Tom uucne puck nepegaun ICII
TperbuM JuiaMm. Ouenka pucka npoBoauTcss bankom B oTHomeHun OCII, mpuHamiexkamux Jdiam,
uH(popManusg O CIEeUUAThbHOM KOAE HOMEpa JOKYMEHTA, YAOCTOBEPSIOIIEro JHYHOCTh KIMEHTa -
(hU3UYECKOTO JINIIA, KOTOPBIX BKIIFOUYEHA B 0a3y JTaHHBIX.

B ciydae BbIsBIEHHS Takoro pucka baHk mMmeeT mpaBo ¢ yueToM TpeboBaHMi yactu 9 cratbu 9
®enepanpHoro 3akoHa or 27.06.2011 Ne 161-d3 «O HanuMOHAIBHOW IIJIATEKHOM CHCTEME)
npuoCTaHaBIMBaTh wHcmonb3oBanre OCII yka3aHHBIMM KIHEHTaMH - (U3MYECKHUMH JUIAMH C
HE3aMEIJITEJIbHBIM HAIIPaBJICHUEM KJIUEHTY YBEIOMIICHHUSI.
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